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MAS Proposes Amendments to Notices on
Technology Risk Management to Enhance
Technology Resilience

Introduction

In Singapore, financial institutions ("FIs") are subject to certain requirements on technology risk
management, as contained in the Monetary Authority of Singapore ("MAS") Notices on Technology
Risk Management ("Notices"). Against the backdrop of increasing digitalisation and an evolving risk
landscape, MAS is proposing amendments to the Notices to reinforce the importance of the risk
management measures and to strengthen Fls' technology resilience.

The proposed amendments will require the relevant Fls to implement measures across the following
key areas:

IT asset management;

IT risk assessment and monitoring;
Capacity planning and management;
Change management controls;

Continuous system and security monitoring;
Immutable and offline data backup; and
Incident management.
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MAS is conducting a public consultation of the proposed amendments, with stakeholders invited to
submit their feedback by 31 July 2026.

This Update highlights the key amendments proposed and their implications for Fls in Singapore.

Current Framework

The current Notices on technology risk management and the Fls which they apply to include the
following:

FSM-NO3: licensed insurers

FSM-NO5: banks

FSM-NO7: credit card or charge card licensees
FSM-NQ9: finance companies
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5. FSM-N11: merchant banks
FSM-N13: operators and settlement institutions of designated payment systems and holders
of payment services licence (digital payment token service)
FSM-N17: licensed credit bureaus
FSM-N19: registered insurance brokers
FSM-N21: capital markets financial institutions
. FSM-N23: licensed financial advisers
. FSM-N25: licensed trust companies
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Key Proposed Amendments

IT Asset Management

MAS proposes that Fls maintain a comprehensive and up-to-date inventory of all of their IT assets,
including hardware, software, cryptographic assets, open-source and third-party components. This
seeks to provide Fls with an accurate view of their IT operating environment and the ability to support
other IT processes.

IT Risk Assessment and Monitoring

MAS proposes that Fls establish and maintain a framework and process to conduct regular IT risk
assessments and implement risk mitigation measures that are commensurate with the identified risks.

MAS also proposes that Fls maintain an IT risk register that records: (i) the material identified risks; (ii)
the risk owners who will be accountable for managing the material identified risks; and (iii) the
measures to mitigate the material identified risks. Further, Fls must establish and maintain key risk
indicators to monitor the material identified risks and the effectiveness of the measures to mitigate
such risks.

This requirement seeks to enable effective risk management by ensuring that Fls consider the threats
and vulnerabilities that their systems may be subject to, including those associated with their IT supply
chains and the use of artificial intelligence.

Capacity Planning and Management

MAS proposes that Fls establish a framework to ensure that the capacity of all critical systems as well
as the systems that the critical systems depend on, are sufficient to meet business needs, including

projected business growth and potential surges in customer traffic.

This requirement seeks to ensure that Fls proactively plan and manage system capacity to meet their
operational and business needs, and to cater for future growth.

Change Management Controls
MAS has noted that a number of IT incidents in Fls were attributed to poor change management. MAS

thus proposes that Fls must implement effective controls to prevent unauthorised system changes in
order to maintain system integrity and availability.
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Fls are also required to put in place a framework to assess the risks arising from the proposed
changes to their systems prior to implementation. These assessments must evaluate the potential
impact arising from the failure or incorrect implementation of the proposed changes, including the
impact on upstream and downstream systems. Fls must then implement risk mitigation measures that
are commensurate with the risks identified.

Further, Fls must carry out testing for all changes to critical systems before they are implemented. Fls
must have in place effective change recovery measures to recover any critical system affected by any
issue arising during or after change implementation.

Continuous System and Security Monitoring

To address the occurrence of major IT incidents caused by lack of monitoring, delayed detection and
slow response to rectify the causes of the incidents, MAS proposes that Fls implement a framework to
continuously monitor all critical systems for timely detection and response to issues affecting the
system performance or security. At a minimum, this should include: (i) defined indicators and
thresholds that trigger alerts; and (ii) response procedures and remedial actions that are
commensurate with the nature and potential impact of the identified issue.

Immutable or Offline Data Backup

MAS proposes that Fls must maintain an immutable or offline backup of data that are crucial for
supporting the Fls' business services. This seeks to enable timely and reliable resumption of those
services in the event the production data is corrupted, tampered with, or made inaccessible.

Incident Management

MAS proposes that Fls establish an incident management framework, with clearly defined roles and
responsibilities for managing and responding to IT incidents. This should include: (i) procedures to
collect and preserve evidence for incident investigation; (ii) stakeholder and customer communication;

and (iii) prompt notification to Fls' senior management.

This requirement seeks to minimise the impact of the disruption and to maintain business and
operational continuity in the event of any incident.

Monitoring of Unscheduled Downtime

The current Notices require Fls to ensure that the total unscheduled downtime for each critical system
does not exceed four hours within any 12-month period. MAS is proposing to make it clear that any
partial or intermittent disruption must be included in the computation of unscheduled downtime for
critical systems.

Effective Date

MAS proposes that the requirements set out in the revised Notices shall take effect 12 months after
the date that the finalised Notices are published.

Consultation Questions
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In this public consultation, MAS is seeking comments on the following:

1. The proposed scope of the IT asset inventory and the information to be recorded and
maintained by Fls;

2. The proposed scope of the IT risk assessment, the information to be maintained in the IT risk
register and whether specific key risk indicators should be specified;

3. The proposed capacity planning and management requirements;

4. The proposed requirements on continuous system and security monitoring;

5. Whether Fls should be required to maintain data backups that are both immutable and offline;

6. Whether there is a need to prescribe the backup frequency for immutable and offline data
backup;

7. The proposed areas that are to be covered in the incident management framework;

8. Whether the phrase "partial or intermittent disruption" is sufficiently clear to enable consistent
classification of disruption scenarios; and
9. Whether the implementation timeline for the requirements of the Notices is sufficient.

Concluding Words

The proposed amendments to the Notices represent a focused effort at enhancing the technology
resilience of Fls in the context of a rapidly changing digital economy. The amendments, should they
be adopted, will impose a wide set of requirements on Fls relating to their technology risk
management.

Fls should thus assess their frameworks and processes to determine if they are in compliance with the
enhanced measures, and if not, the remedial action that needs to be taken. Stakeholders may also
wish to provide their feedback in this public consultation to address and concerns or uncertainties.

The full public consultation is available here.

If you have any queries on the above, or if you wish to seek advice on providing feedback on the
proposed amendments, please reach out to our team set out on this page.

For regional financial services matters, please see Rajah & Tann Asia's Regional Financial Services
Reqgulatory Practice for more information.
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Please feel free to also contact Knowledge Management at RTApublications@rajahtann.com.
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Member firms are independently constituted and regulated in accordance with relevant local legal requirements. Services provided by a member firm are

governed by the terms of engagement between the member firm and the client.
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This Update is solely intended to provide general information and does not provide any advice or create any relationship, whether legally binding or otherwise.
Rajah & Tann Asia and its member firms do not accept, and fully disclaim, responsibility for any loss or damage which may result from accessing or relying on
this Update.
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Assegaf Hamzah & Partners

Rajah & Tann Singapore LLP is one of the largest full-service law firms in Singapore, providing high quality advice to an impressive list of clients. We place strong
emphasis on promptness, accessibility and reliability in dealing with clients. At the same time, the firm strives towards a practical yet creative approach in dealing with
business and commercial problems. As the Singapore member firm of the Lex Mundi Network, we are able to offer access to excellent legal expertise in more than
100 countries.

Rajah & Tann Singapore LLP is part of Rajah & Tann Asia, a network of local law firms in Cambodia, China, Indonesia, Lao PDR, Malaysia, Myanmar, the Philippines,
Singapore, Thailand and Vietnam. Our Asian network also includes regional desks focused on Brunei, Japan and South Asia.

The contents of this Update are owned by Rajah & Tann Singapore LLP and subject to copyright protection under the laws of Singapore and, through international
treaties, other countries. No part of this Update may be reproduced, licensed, sold, published, transmitted, modified, adapted, publicly displayed, broadcast (including
storage in any medium by electronic means whether or not transiently for any purpose save as permitted herein) without the prior written permission of Rajah & Tann
Singapore LLP.

Please note also that whilst the information in this Update is correct to the best of our knowledge and belief at the time of writing, it is only intended to provide a general
guide to the subject matter and should not be treated as a substitute for specific professional advice for any particular course of action as such information may not
suit your specific business and operational requirements. It is to your advantage to seek legal advice for your specific situation. In this regard, you may contact the
lawyer you normally deal with in Rajah & Tann Singapore LLP or email Knowledge Management at RTApublications@rajahtann.com.
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